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Short Questions

1. [5 points]: Considerthe systemdescribedn the paper‘HypervisorbasedFault Tolerance.
Supposeheprimaryfails dueto a powerfailure,thebackuptakesover, andthenpowerto the primary
is restored.Youwouldliketheprimaryto resumeeplicatedexecutionsothatthesystencouldtolerate
a subsequentailure of the backup. Is this likely to be easywith hypervisotbasedfault-tolerance?
Why or why not?

It would bedif cult to install the correctstateon the old primary . The backup would have been
executingfor a while, changingits memory, registers,disk etc. All of the backup's statewould
have to be transferred to the old primary . Alter nately, the old primary could be started afresh,
and onecould re-issuethe entire history of operationsover the life of the system.

2. [5 points]: The Coral paper(“Democratizingcontentpublicationwith Coral”) mentionsin
Section®.3and4.2thatCoral's “sloppy” DHT canstoremultiple differentvaluesfor eachkey. What
would break,or notwork aswell, if Coral's DHT only storedonevaluefor eachkey?

CoralCDN usesthe multiple keyfeature to allow it to associatenultiple proxieswith eachURL
and with eachlP addresspre x. The choiceprovided by thesemultiple proxieshelpsCoralCDN
spreadthe load of seving cachedpages,and allowsit to choosea proxy that' s closeto the client.



Il  Performance

Samanthaa web site designconsultant,s helping Acme Servicesbuild a web sener systemfor on-line
commerce. The systemhasthreeparts. A single load balancerouteseachincoming HTTP requestto
a differentfront endsener. Eachfront endsener is in chage of generatingpersonalizedveb pagesfor
differentvisitors. The front endsenersconsulta back-enddatabasasener for informationsuchasvisitor
preferencesshoppingcartcontentsandinventorylevels.

front ends
load database
client balancer server
requests '

TheloadbalancesendsHTTP requestdo thefront endsin round-robinorder Thefront endscommunicate
with the databasesener usingUDP RPCs. Eachclient HTTP requestnvolves the front end sendingjust
oneRPCto thedatabassener. Thefront endsdo notre-sendheseRPCs;if thefront endgetsnoresponse
after100secondsit sendsanerrormessagéo theHTTP client.

Eachfront endhasa CPU fastenoughto completeoneclient HTTP requestper second.Sincea front end
may have to wait for the databasesener, eachfront endcankeeptrack of mary requestsatthe sametime.
Everytime afront endrecevesaclient HTTP requestjt immediatelyissuesanRPCto thedatabassener.
Thefront endcankeeptrack of anunlimited numberof client HTTP requestsandthuskeepanunlimited
numberof RPCsin ight to thedatabassener.

Thedatabasseneris fastenoughto processhreeRPCspersecond Thedatabassenerhasaninputqueue
thatcancontainl00 RPCs:if RPCsarrive fasterthanthe sener canprocesshem,the RPCsareplacedon

this queue. If an RPCarriveswhenthe queueis full, the databasesener simply discardsthe RPC. The

databassener senesqueuedRPCsin theorderthatthey arrived.

Samanthalecideso measurghe performancef this system.Shecollectslots of hoststo simulateclients,
andsetsup the clientsso that shecancontrol the total load (in HTTP requestsssuedper second}hatthe
clientsplaceon the sener system.Samanthaeststhe systemover a rangeof loads,measuringhe number
of clientHTTP requestsompletedpersecondHereis whatshesees:
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3. [5 points]: Why doesthe performanceurve stoprising at 3?

The databaseserver can only nish three RPCs per second. Sinceeachclient HTTP request
involvesone RPC, only thr eeof them can be completedper second.

4. [5 points]: Whentheinputrateis 4 requests/seconthe outputrateis only 3 requests/second.
Whathappendo the extrarequespersecond?

The databaseserwver dropsthe extra RPCsbecauséts input queueis full.

Samantha emplger, Henryk Acme, reviews her designand noticesthat the front endsdo not re-send
RPCs.Henrykdemandghat Samanthahangethefront endssothatthey re-sendanRPCif noresponsés
receved after ve secondsSamanthanakesthis changehut arrangeghata front endre-sendsan RPCat
mostonce(for atotal of two timesat most). As before,a front endwaitsfor 100 secondsfterit sendshe
secondRPC,then(if it still getsnoresponsdrom the databassener) thefront endsendsanerrormessage
to theHTTP client.

Samanthae-runsherperformancdestsandseeghis result:
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5. [5 points]: Why doesthe completionratedrop after 3 requests/secondsteadof staying at at
y=3 asin thepreviousgraph?

As soonasthe requestrate hits 3 per secondthe databaseserer'sinput RPC queuewill befull

most of the time. Sincethe queuehas 100 entries, and eachentry takesa third of a secondto
processan RPC will stayon the queuefor about 33 secondsThis is longer than the front end's
timeout period of 5 secondswhich meansthat the front endswill sendevery RPC twice. Thus
the databasesewver will wastetime executingsomeRPCstwice, and completefewer than three
useful RPCsper second.

6. [5 points]: Why doesthe completionratelevel outataboutl.5completions/second?

If the front end executesevery RPC twice, it will complete only 1.5 useful RPCs per second.
(Mik e Wal sh points out that the fraction of useful RPC completionswill rise asthe input load
rises,sinceit’' sunlik ely that both transmissionsof a given RPC will encountera non-full queue.)



[l TreadMarks

Look atthepaper‘TreadMarks Distributed Sharedviemory on StandardNVorkstationsandOperatingSys-
tems, by Keleheretal. Supposeyou arerunningthe following parallelshared-memorprogramon three
workstationsW 1, W 2, andW 3.

AL() {
x = 1;
Acquire(Ll);
y =1,
Rel ease(L1);
}

A2() {
Acquire(Ll);
z =y;
Rel ease(L1);
}

A3() {
Acquire(Ll);
printf("x=% y=% z=%\n", x, y, z);
Rel ease(L1);

}

At aboutthe sametime, W 1 executesAl() , W2 executesA2( ) , W3 executesA3( ) . Thevariablesx,

y, andz all startout containingzero. Acqui re() andRel ease() arethefunctionsthat TreadMarks
suppliesto acquireandreleasdocks. L1 is the nameof alock. Thereareno failures,the network delivers
all messagesndthereis no otheractuity in thesystem.

7. [5 points]: WorkstationW 3 printsthreenumbers.Given TreadMarks consisteng algorithms,
only someoutputsfrom W 3 are possible. For eachof the following outputs,write “yes” if it is a
possibleoutput,and“no” if it is not.

x=0 y=1 z=1 No. x=0 neans A3 executed before the y=1 in Al.
x=1 y=1 z=0 Yes. A3 executed after Al and before A2.

x=1 y=0 z=1 No. W2 would have told WB about y=1 as well as z=1.



Now considetrthis shared-memoryreadMarkgprogram:

B1() {

x = 1;

printf("x=%l y=%\n", X, y);
}

B2() {

y = 1

printf("x=% y=%\n", x, y);
}

WorkstationW 1 startsexecutingB1() ataboutthe sametime asworkstationW 2 startsexecutingB2( ) .
x andy startout containingzero. Thereareno failures,the network deliversall messagesandthereis no
otheractvity in thesystem.

8. [5 points]: Isit possiblefor W 1 to print “x=1 y=0" and for W 2 to print “x=0 y=1"? Describe
how this might occur or explain how TreadMarkspreventsit from occurring.

This could occur. Neither program acquired any locks, so neither will learn about the other's
writes to variables.



Finally, supposeyou now runthis shared-memoryreadMarkgrogram:

C1() {
Acquire(Ll);
X =1,
Rel ease(L1);
Acquire(L2);
y = 1
Rel ease(L2);
}

c2() {
Acquire(Ll);
printf("xa=%\n", x);
X = 2;
Rel ease(L1);

}

a() {
Acquire(Ll);
printf("xb=%\n", x);
Rel ease(L1);
Acquire(L2);
printf("y=%\n", y);
printf("xc=%\n", x);
Rel ease(L2);

At aboutthe sametime, W 1 startsexecutingB1( ) , W 2 startsexecutingB2( ) , andW 3 startsexecuting
B3() . x andy startoutcontainingzero. Therearenofailures,the network deliversall messagesndthere
is no otheractiity in thesystem.

9. [6 points]:  Supposeyou run this parallel programandit prints “xa=1", then“xb=2", then
“y=1". Is it possiblefor the next printoutto be “xc=1"? Describehow this might occur or explain
how TreadMarksreventsthis from occurring.

This could not occur. The xa=1 meansthat C2 acquired L1 after C1 setx=1; the xb=2 means
that C3 acquired L1 after C2 releasedit. Thus C2 would have sent C3 a version vector that
included C1's assignmentto x. C3 then knows when it acquiresL2 from C1 that it already
knows about any writes C1 performed before C1releasd.1, and thus C3 knowsto ignore C1's
write to X. Equivalently, the versionvectorstell C3to order C2'swrite to x after C1'swrite to x.



IV Two-Phase Commit

The gure belonv shawvs a successfuexecutionof two-phasecommit. The client asksthe transactiomman-
ager(TM) to organizeanatomictransactionnvolving senersA, B, andC. A transactions atomicif either
all threeseners executetheir part of the transactionpr noneof themexecuteit. The TM sendsprepare
messagesver the network to the threesenersaskingthemif they arewilling to performthe transaction.
Eachsenerthatis willing (in this caseall of them)sendsaprepare-okmessag#o the TM. If theTM collects
prepare-okmessagetom all threeseners,the TM sendsa commitmessagéo eachsener, andthensends
acommit-donemessagéo theclient. A sener executeghetransactiorwhenit recevesacommitmessage.

Client
\\client-commit ﬂ)mmit-done
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A

prepare\ /prepare-ok \\
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Y \
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If asener recevesa preparemessageand thinks it won't be ableto commit, it returnsa prepare-abort
messageo the TM, andthe TM sendsabortmessageto all the senersandan abort-donemessagéeo the
client.

For example,in a bankingapplication,a transfertransactiormight involve sener A debitingaccount#1,
sener B creditingaccount#2, and sener C appendingan auditrecordto a le. Whensener A receves
the preparemessagesener A mustcheckthattheaccount#1 existsandcontainsenoughmoney; if it does,
sener A sendsa prepare-okijf it doesnot, sener A sendsa prepare-abortlf sener A senda prepare-ok,
it mustlock account#1 to ensurethatit continuesto containenoughmonsy. If A thenrecevesa commit
messagét debitstheaccounandthenreleaseshelock. If A recevesanabortfromtheTM, it justreleases
thelock.

Thetricky partabouttwo-phasecommitis how to handlesener or TM failures. Theimmediatesymptom
of aseneror TM failurewill bethatoneor morehostswill block: they will wait inde nitely for amessage
from the failed host. For example,if sener A fails beforesendingits prepare-okmessagethenthe TM
will block waiting for that message A hostmay block evenif thereareno hostfailures,for exampleif
the network breaksor dropspacletsor delayspaclets. Whenpossiblethe participantswvould like to avoid
blocking forever. The generalapproachs to have eachhostimposea timeouton how longit is willing to
wait for eachmessageandto take someactionafteratimeoutin orderto attemptto resole thetransaction
(eithercommittingor abortingit). In somecaseghis works, but in othercaseghe participantshave to wait
for thefailedhostto re-start.



For all of thesequestionsyou shouldassumehatthereis never ary confusionaboutwhich transactiora
messagés partof (becauséhemessagesarrytransactionDs). Youshouldalsoassumehatall participants
follow the protocolto the bestof their ability.

10. [5 points]: Supposehatthe TM hassentall the preparemessagebut hasnot yet receved a
prepare-okor prepare-abortjrom sener A. Would it be correctfor the TM to abortthe transaction
atthis point, sendingabortmessaget the senersandanabort-donemessageo the client? Why or
why not?

Yes.No server hasexecutedthe transaction sincethe TM hasn't sentany commit messageget.
Thusiit' sstill OK to abort.

11. [5 points]: Supposeagainthatthe TM hassentall the preparemessagesut hasnot yet
receveda prepare-oKor prepare-abortrom sener A. Would it becorrectfor the TM to committhe
transactiorat this point? Why or why not?

No. Sewver A might be unableto executethe transaction. Perhapssewer A senta prepare-abort
that the network lost or delayed, or perhapsserver A hascrashed.

12. [5 points]: Supposdhatsener A hasreceved the prepare sentthe prepare-okput hasnot
yetreceved a commitor abortmessageSener A contactssener B anddiscoversthatsener B has
receved a commitmessageWould it be correctfor sener A to executeits part of the transactiorat
this point, asif it too hadreceveda commitmessage¥hy or why not?

Yes. The TM must have sentcommit messagego all the sewers, soit's OK for sewver A to
pretendit receved the message.

13. [5 points]: Supposeagainthatsener A hasrecevedthe preparesentthe prepare-okbut has
not yet receved a commitor abortmessageSener A contactssener B anddiscoversthatsener B

hasalsoreceved the prepare senta prepare-okput hasnot yet receved a commitor abort. Sener
A cannotreachsener C. It turnsoutthatit's not correctfor A to eitherabortor commitin this case;
it mustwait until it cancontactthe TM and nd out whetherthe TM decidedto abortor commit.
Describetwo sequencesf eventsthat are consistentvith A's obsenrations: one in which the TM

decidego committhetransactionandanotherin whichthe TM decidego abortthetransaction.

Commit case: C senta prepare-ok to the TM, the TM sent commit messagego the sewers
and commit-doneto the client, server C receved the commit and executed the network lost the
commit messageto the other two servers,then TM and C crash.

Abort case:C senta prepare-abort to the TM, the TM sentabort messageso the sewers and
abort-done to the client, the network lost the abort message$o the other two sewers,then TM
and C crash.
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14. [5 points]: Supposegainthatsener A hasrecevedthe preparesentthe prepare-okput has
not yet receved a commitor abortmessageThis time sener A contactsbothsener B andsener C
anddiscorersthatbothof themhave recevedthe preparesenta prepare-okbut have notyetreceved
acommitor abort. Would it be correctfor sener A to executeits partof thetransactiorat this point,
asif it too hadrecevedacommitmessage¥hy or why not?

It would not be correctfor A to executethe transaction. The TM might have timed out waiting
for oneof the prepare-ok messageand decidedto abort. (The “too” is atypo.)
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V  Frangipani

Supposeg/ou have a le servicethatusesthe systemdescribedn “Frangipani: A ScalableDistributedFile
System”by Thekkathetal. You have four Frangipaniseners,S1, S2, S3, andS4, aswell assomeclients
andPetalseners. The Petalsenersareseparateomputers.

Supposeyou startwith two emptydirectories;'d1” and“d2”. Thefollowing sequencef eventsoccurs:

mo o w »

A clientasksS1to createa le “d1/a”, andS1 returnsasuccessfuteply.
A clientasksS1to createa le “d2/b”, andS1 returnsa successfuieply.
A clientasksS2 to delete le “d2/b”, andS2 returnsa successfuteply:.
S1 stopsexecutingunexpectedly anddoesnot reboot.

S3runstherecarery demonfor S1, andrecovery completes.

Thereis noactvity in the systemexceptactivity causedy theseevents,andthereareno failuresotherthan
thecrashof S1.

15. [5 points]: After recovery is completewill le “d1/a” exist, notexist, or canyou not predict?
Pleaseaxplain your answer

It will exist. When S1gave up the lock on d2/b to S2,S1would have ushed its in-memory log
to Petal, including the log record describing the creation of d1/a. The recorery demonwill see
that log record and re-executehe create.

16. [5 points]: After recoveryis completewill le “d2/b” exist, notexist, or canyou not predict?
Pleaseaxplain your answer

d2/b will not exist. If S2hasn't given up its lock on d2 by the time that the recorery demon
nishes, then nexttime anyonelooksat d2/b S2will write its changego d2 to Petal before giving
up the lock. Thesechangeswill override any changesto d2 made by the recovery demon. If S2
gave up its lock and wrote its changesto d2 before the recarery demonran, then the recorery
demonwill seethat the version number for d2 in S1'slog is lessthan the version number for d2
that S2wrote to Petal, and the recorery demonwill ignore that log entry.

17. [5 points]: Supposdaswould probablybethe case)thatS2 holdsanexclusive lock on “d2”
whenrecovery starts.Doestherecorery demonneedto acquirethelock on“d2”? Why or why not?

No, therecorery demondoesnot needto acquirethe lock on d2. The versionnumber mechanism
is suf cient for the recovery demonto decidewhich log recordsit canreplay.
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VI Freenet

A Freenehost(“Freenet:A Distributed AnonymousinformationStorageandRetrieval System”)contains
aroutingtableanda datastore. Both areindexed by numerickeys. A routingtable entry containsthe IP
addres®f a Freenehost,while a datastoreentry containsthedata( le) associatedavith the corresponding

key.

Hereare ve Freenenodesgachlabeledwith its routingtableanddatastore. The keys arein decimal.

Host A Host B
Data Routes Data Routes
none 24 4} 24 160~
150 127
/ 160
Host C Host D
Data Routes/ Data Routes
150 24 /y 160 150
160~ / 200
200 /

Host E
Data Routes

200 __~150

For example,hostB's routing table containsan entry with key 160referringto hostD, andB's datastore
containgwo les, onewith key 24 andonewith key 127.

18. [5 points]: Whatsequencef hostswould bevisitedby aqueryfrom A for key 200?Assumea
hops-to-ie limit of 20.

ADE

19. [5 points]: Whatsequencef hostswould bevisitedby aqueryfrom A for key 127?Assumea
hops-to-He limit of 20.

ACDC (D) EC(E) (D) (C) E(C) B. The parenthesesnark nodesto which the query back-
tracks after failur e.
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