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I Short Questions

1. [5 points]: Considerthe systemdescribedin the paper“Hypervisor-basedFault Tolerance.”
Supposetheprimaryfailsdueto apower failure,thebackuptakesover, andthenpower to theprimary
is restored.Youwouldliketheprimaryto resumereplicatedexecutionsothatthesystemcouldtolerate
a subsequentfailure of the backup. Is this likely to be easywith hypervisor-basedfault-tolerance?
Why or why not?

It would bedif�cult to install the correct stateon the old primary . The backup would havebeen
executingfor a while, changing its memory, registers,disk etc. All of the backup's statewould
have to be transferred to the old primary . Alter nately, the old primary could be started afresh,
and onecould re-issuethe entire history of operationsover the life of the system.

2. [5 points]: The Coral paper(“Democratizingcontentpublicationwith Coral”) mentionsin
Sections2.3and4.2thatCoral's “sloppy” DHT canstoremultipledifferentvaluesfor eachkey. What
wouldbreak,or notwork aswell, if Coral's DHT only storedonevaluefor eachkey?

CoralCDN usesthe multiple key feature to allow it to associatemultiple proxieswith eachURL
and with eachIP addresspre�x. The choiceprovided by thesemultiple proxieshelpsCoralCDN
spreadthe load of serving cachedpages,and allows it to choosea proxy that' scloseto the client.
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II Performance

Samantha,a web site designconsultant,is helpingAcme Servicesbuild a web server systemfor on-line
commerce.The systemhasthreeparts. A single load balancerrouteseachincomingHTTP requestto
a different front endserver. Eachfront endserver is in charge of generatingpersonalizedweb pagesfor
differentvisitors. Thefront endserversconsulta back-enddatabaseserver for informationsuchasvisitor
preferences,shoppingcartcontents,andinventorylevels.

TheloadbalancersendsHTTPrequeststo thefront endsin round-robinorder. Thefront endscommunicate
with the databaseserver usingUDP RPCs. Eachclient HTTP requestinvolves the front endsendingjust
oneRPCto thedatabaseserver. Thefront endsdonot re-sendtheseRPCs;if thefront endgetsnoresponse
after100seconds,it sendsanerrormessageto theHTTPclient.

Eachfront endhasa CPUfastenoughto completeoneclient HTTP requestpersecond.Sincea front end
mayhave to wait for thedatabaseserver, eachfront endcankeeptrackof many requestsat thesametime.
Every timea front endreceivesaclientHTTP request,it immediatelyissuesanRPCto thedatabaseserver.
Thefront endcankeeptrackof anunlimitednumberof client HTTP requests,andthuskeepanunlimited
numberof RPCsin �ight to thedatabaseserver.

Thedatabaseserver is fastenoughto processthreeRPCspersecond.Thedatabaseserverhasaninputqueue
thatcancontain100RPCs:if RPCsarrive fasterthantheserver canprocessthem,theRPCsareplacedon
this queue. If an RPCarriveswhenthe queueis full, the databaseserver simply discardsthe RPC.The
databaseserver servesqueuedRPCsin theorderthatthey arrived.

Samanthadecidesto measuretheperformanceof this system.Shecollectslots of hoststo simulateclients,
andsetsup theclientsso thatshecancontrol the total load (in HTTP requestsissuedpersecond)that the
clientsplaceon theserver system.Samanthateststhesystemover a rangeof loads,measuringthenumber
of clientHTTPrequestscompletedpersecond.Hereis whatshesees:
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3. [5 points]: Why doestheperformancecurve stoprisingat3?

The databaseserver can only �nish thr eeRPCs per second. Sinceeachclient HTTP request
involvesoneRPC, only thr eeof them canbecompletedper second.

4. [5 points]: Whenthe input rateis 4 requests/second,theoutputrateis only 3 requests/second.
Whathappensto theextra requestpersecond?

The databaseserver dropsthe extra RPCsbecauseits input queueis full.

Samantha's employer, Henryk Acme, reviews her designand noticesthat the front endsdo not re-send
RPCs.HenrykdemandsthatSamanthachangethefront endssothatthey re-sendanRPCif no responseis
receivedafter � ve seconds.Samanthamakesthis change,but arrangesthata front endre-sendsanRPCat
mostonce(for a total of two timesat most).As before,a front endwaitsfor 100secondsafter it sendsthe
secondRPC,then(if it still getsno responsefrom thedatabaseserver) thefront endsendsanerrormessage
to theHTTPclient.

Samanthare-runsherperformancetestsandseesthis result:
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5. [5 points]: Why doesthecompletionratedropafter3 requests/second,insteadof staying�at at
y=3 asin thepreviousgraph?

As soonasthe requestrate hits 3 per second,the databaseserver's input RPC queuewill be full
most of the time. Sincethe queuehas 100entries, and eachentry takesa third of a secondto
process,an RPC will stayon the queuefor about 33seconds.This is longer than the front end's
timeout period of 5 seconds,which meansthat the front endswill sendevery RPC twice. Thus
the databaseserver will wastetime executingsomeRPCstwice, and completefewer than thr ee
usefulRPCsper second.

6. [5 points]: Why doesthecompletionratelevel outatabout1.5completions/second?

If the front end executesevery RPC twice, it will completeonly 1.5 useful RPCs per second.
(Mik e Wal�sh points out that the fraction of useful RPC completionswill rise asthe input load
rises,sinceit' sunlik ely that both transmissionsof a givenRPC will encountera non-full queue.)
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III TreadMarks

Look at thepaper“TreadMarks:DistributedSharedMemoryon StandardWorkstationsandOperatingSys-
tems,” by Keleheret al. Supposeyou arerunningthe following parallelshared-memoryprogramon three
workstations,W 1, W 2, andW 3.

A1() {
x = 1;
Acquire(L1);
y = 1;
Release(L1);

}

A2() {
Acquire(L1);
z = y;
Release(L1);

}

A3() {
Acquire(L1);
printf("x=%d y=%d z=%d\n", x, y, z);
Release(L1);

}

At aboutthe sametime, W 1 executesA1(), W 2 executesA2(), W 3 executesA3(). The variablesx,
y, andz all startout containingzero. Acquire() andRelease() arethe functionsthat TreadMarks
suppliesto acquireandreleaselocks.L1 is thenameof a lock. Thereareno failures,thenetwork delivers
all messages,andthereis no otheractivity in thesystem.

7. [5 points]: WorkstationW 3 printsthreenumbers.GivenTreadMark's consistency algorithms,
only someoutputsfrom W 3 arepossible. For eachof the following outputs,write “yes” if it is a
possibleoutput,and“no” if it is not.

x=0 y=1 z=1 No. x=0 means A3 executed before the y=1 in A1.

x=1 y=1 z=0 Yes. A3 executed after A1 and before A2.

x=1 y=0 z=1 No. W2 would have told W3 about y=1 as well as z=1.
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Now considerthisshared-memoryTreadMarksprogram:

B1() {
x = 1;
printf("x=%d y=%d\n", x, y);

}

B2() {
y = 1;
printf("x=%d y=%d\n", x, y);

}

WorkstationW 1 startsexecutingB1() at aboutthesametime asworkstationW 2 startsexecutingB2().
x andy startout containingzero. Thereareno failures,thenetwork deliversall messages,andthereis no
otheractivity in thesystem.

8. [5 points]: Is it possiblefor W 1 to print “x=1 y=0” and for W 2 to print “x=0 y=1”? Describe
how thismightoccur, or explainhow TreadMarkspreventsit from occurring.

This could occur. Neither program acquired any locks, so neither will learn about the other's
writes to variables.
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Finally, supposeyounow run thisshared-memoryTreadMarksprogram:

C1() {
Acquire(L1);
x = 1;
Release(L1);
Acquire(L2);
y = 1;
Release(L2);

}

C2() {
Acquire(L1);
printf("xa=%d\n", x);
x = 2;
Release(L1);

}

C3() {
Acquire(L1);
printf("xb=%d\n", x);
Release(L1);
Acquire(L2);
printf("y=%d\n", y);
printf("xc=%d\n", x);
Release(L2);

}

At aboutthesametime, W 1 startsexecutingB1(), W 2 startsexecutingB2(), andW 3 startsexecuting
B3(). x andy startoutcontainingzero.Thereareno failures,thenetwork deliversall messages,andthere
is no otheractivity in thesystem.

9. [5 points]: Supposeyou run this parallelprogramand it prints “xa=1”, then“xb=2”, then
“y=1”. Is it possiblefor thenext printout to be“xc=1”? Describehow this might occur, or explain
how TreadMarkspreventsthis from occurring.

This could not occur. The xa=1 meansthat C2 acquired L1 after C1 set x=1; the xb=2 means
that C3 acquired L1 after C2 releasedit. Thus C2 would have sent C3 a version vector that
included C1's assignmentto x. C3 then knows when it acquires L2 from C1 that it already
knows about any writes C1 performed before C1 releaseL1, and thus C3 knows to ignore C1's
write to x. Equivalently, the versionvectorstell C3 to order C2'swrite to x after C1'swrite to x.
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IV Two-Phase Commit

The�gure below shows a successfulexecutionof two-phasecommit. Theclient asksthetransactionman-
ager(TM) to organizeanatomictransactioninvolving serversA, B, andC. A transactionis atomicif either
all threeserversexecutetheir part of the transaction,or noneof themexecuteit. The TM sendsprepare
messagesover thenetwork to the threeserversaskingthemif they arewilling to performthe transaction.
Eachserver thatis willing (in thiscaseall of them)sendsaprepare-okmessageto theTM. If theTM collects
prepare-okmessagesfrom all threeservers,theTM sendsa commitmessageto eachserver, andthensends
acommit-donemessageto theclient. A server executesthetransactionwhenit receivesacommitmessage.

If a server receives a preparemessageand thinks it won't be able to commit, it returnsa prepare-abort
messageto theTM, andtheTM sendsabortmessagesto all theserversandanabort-donemessageto the
client.

For example,in a bankingapplication,a transfertransactionmight involve server A debitingaccount#1,
server B creditingaccount#2, andserver C appendingan audit recordto a �le. Whenserver A receives
thepreparemessage,server A mustcheckthattheaccount#1 existsandcontainsenoughmoney; if it does,
server A sendsa prepare-ok;if it doesnot, server A sendsa prepare-abort.If server A senda prepare-ok,
it mustlock account#1 to ensurethat it continuesto containenoughmoney. If A thenreceivesa commit
message,it debitstheaccountandthenreleasesthelock. If A receivesanabortfrom theTM, it just releases
thelock.

Thetricky partabouttwo-phasecommit is how to handleserver or TM failures.Theimmediatesymptom
of aserver or TM failurewill bethatoneor morehostswill block: they will wait inde�nitely for amessage
from the failed host. For example,if server A fails beforesendingits prepare-okmessage,thenthe TM
will block waiting for that message.A hostmay block even if thereareno host failures,for exampleif
thenetwork breaksor dropspacketsor delayspackets. Whenpossibletheparticipantswould like to avoid
blocking forever. Thegeneralapproachis to have eachhostimposea timeouton how long it is willing to
wait for eachmessage,andto take someactionaftera timeoutin orderto attemptto resolve thetransaction
(eithercommittingor abortingit). In somecasesthis works,but in othercasestheparticipantshave to wait
for thefailedhostto re-start.
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For all of thesequestionsyou shouldassumethat thereis never any confusionaboutwhich transactiona
messageis partof (becausethemessagescarrytransactionIDs). Youshouldalsoassumethatall participants
follow theprotocolto thebestof their ability.

10. [5 points]: Supposethat theTM hassentall thepreparemessagesbut hasnot yet received a
prepare-ok(or prepare-abort)from server A. Would it becorrectfor theTM to abortthetransaction
at this point,sendingabortmessagesto theserversandanabort-donemessageto theclient?Why or
why not?

Yes.No server hasexecutedthe transaction sincethe TM hasn't sentany commit messagesyet.
Thus it' s still OK to abort.

11. [5 points]: Supposeagainthat the TM hassentall the preparemessagesbut hasnot yet
receivedaprepare-ok(or prepare-abort)from server A. Would it becorrectfor theTM to committhe
transactionat thispoint?Why or why not?

No. Server A might beunableto executethe transaction. Perhapsserver A senta prepare-abort
that the network lost or delayed,or perhapsserver A hascrashed.

12. [5 points]: Supposethat server A hasreceived the prepare,sentthe prepare-ok,but hasnot
yet received a commitor abortmessage.Server A contactsserver B anddiscoversthatserver B has
receiveda commitmessage.Would it becorrectfor server A to executeits partof thetransactionat
thispoint,asif it toohadreceivedacommitmessage?Why or why not?

Yes. The TM must have sent commit messagesto all the servers, so it' s OK for server A to
pretendit received the message.

13. [5 points]: Supposeagainthatserver A hasreceived theprepare,senttheprepare-ok,but has
not yet received a commitor abortmessage.Server A contactsserver B anddiscoversthatserver B
hasalsoreceived theprepare,senta prepare-ok,but hasnot yet received a commitor abort. Server
A cannotreachserver C. It turnsout that it' s not correctfor A to eitherabortor commit in this case;
it mustwait until it cancontactthe TM and�nd out whetherthe TM decidedto abortor commit.
Describetwo sequencesof eventsthat areconsistentwith A's observations: one in which the TM
decidesto committhetransaction,andanotherin which theTM decidesto abortthetransaction.

Commit case: C sent a prepare-ok to the TM, the TM sent commit messagesto the servers
and commit-doneto the client, server C received the commit and executed,the network lost the
commit messagesto the other two servers, then TM and C crash.

Abort case:C senta prepare-abort to the TM, the TM sentabort messagesto the servers and
abort-done to the client, the network lost the abort messagesto the other two servers, then TM
and C crash.
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14. [5 points]: Supposeagainthatserver A hasreceived theprepare,senttheprepare-ok,but has
not yet receiveda commitor abortmessage.This time server A contactsbothserver B andserver C
anddiscoversthatbothof themhavereceivedtheprepare,sentaprepare-ok,but havenotyet received
a commitor abort.Would it becorrectfor server A to executeits partof thetransactionat this point,
asif it toohadreceivedacommitmessage?Why or why not?

It would not be correct for A to executethe transaction. The TM might have timed out waiting
for oneof the prepare-ok messagesand decidedto abort. (The “too” is a typo.)
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V Frangipani

Supposeyou have a �le servicethatusesthesystemdescribedin “Frangipani:A ScalableDistributedFile
System”by Thekkathet al. You have four Frangipaniservers,S1, S2, S3, andS4, aswell assomeclients
andPetalservers.ThePetalserversareseparatecomputers.

Supposeyoustartwith two emptydirectories,“d1” and“d2”. Thefollowing sequenceof eventsoccurs:

A. A clientasksS1 to createa �le “d1/a”, andS1 returnsasuccessfulreply.

B. A clientasksS1 to createa �le “d2/b”, andS1 returnsasuccessfulreply.

C. A clientasksS2 to delete�le “d2/b”, andS2 returnsasuccessfulreply.

D. S1 stopsexecutingunexpectedly, anddoesnot reboot.

E. S3 runstherecovery demonfor S1, andrecovery completes.

Thereis noactivity in thesystemexceptactivity causedby theseevents,andthereareno failuresotherthan
thecrashof S1.

15. [5 points]: After recovery is complete,will �le “d1/a” exist, notexist, or canyou notpredict?
Pleaseexplainyour answer.

It will exist. When S1gave up the lock on d2/b to S2,S1would have �ushed its in-memory log
to Petal, including the log record describing the creation of d1/a. The recovery demonwill see
that log record and re-executethe create.

16. [5 points]: After recovery is complete,will �le “d2/b” exist, notexist, or canyou notpredict?
Pleaseexplainyour answer.

d2/b will not exist. If S2 hasn't given up its lock on d2 by the time that the recovery demon
�nishes, then next time anyonelooksat d2/b S2will write its changesto d2 to Petal beforegiving
up the lock. Thesechangeswill override any changesto d2 madeby the recovery demon. If S2
gave up its lock and wrote its changesto d2 before the recovery demonran, then the recovery
demonwill seethat the version number for d2 in S1's log is lessthan the version number for d2
that S2wrote to Petal, and the recovery demonwill ignore that log entry.

17. [5 points]: Suppose(aswould probablybethecase)thatS2 holdsanexclusive lock on “d2”
whenrecovery starts.Doestherecovery demonneedto acquirethelock on “d2”? Why or why not?

No, the recovery demondoesnot needto acquirethe lock on d2. Theversionnumber mechanism
is suf�cient for the recovery demonto decidewhich log recordsit can replay.
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VI Freenet

A Freenethost(“Freenet:A DistributedAnonymousInformationStorageandRetrieval System”)contains
a routing tableanda datastore. Both areindexed by numerickeys. A routing tableentrycontainsthe IP
addressof a Freenethost,while a datastoreentrycontainsthedata(�le) associatedwith thecorresponding
key.

Hereare� veFreenetnodes,eachlabeledwith its routingtableanddatastore.Thekeys arein decimal.

For example,hostB's routing tablecontainsan entrywith key 160 referringto hostD, andB's datastore
containstwo �les, onewith key 24 andonewith key 127.

18. [5 points]: Whatsequenceof hostswouldbevisitedby aqueryfrom A for key 200?Assumea
hops-to-live limit of 20.

A D E

19. [5 points]: Whatsequenceof hostswouldbevisitedby aqueryfrom A for key 127?Assumea
hops-to-live limit of 20.

A C D C (D) E C (E) (D) (C) E (C) B. The parenthesesmark nodesto which the query back-
tracks after failur e.
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